Enforcing security in Internet of Things environments has been identified as one of the top barriers for realizing the vision of smart, energy-efficient homes and buildings. In this context, understanding the risks related to the use and potential misuse of information about homes, partners, and end-users, as well as, forming methods for integrating security-enhancing measures in the design is not straightforward and thus requires substantial investigation. A risk analysis applied on a smart home automation system developed in a research project involving leading industrial actors has been conducted. Out of 32 examined risks, 9 were classified as low and 4 as high, i.e., most of the identified risks were deemed as moderate. The risks classified as high were either related to the human factor or to the software components of the system. The results indicate that with the implementation of standard security features, new, as well as, current risks can be minimized to acceptable levels albeit that the most serious risks, i.e., those derived from the human factor, need more careful consideration, as they are inherently complex to handle. A discussion of the implications of the risk analysis results points to the need for a more general model of security and privacy included in the design phase of smart homes. With such a model of security and privacy in design in place, it will contribute to enforcing system security and enhancing user privacy in smart homes, and thus helping to further realize the potential in such IoT environments.
Introduction
In the near future, it is estimated that somewhat 90 million people around the world will live in smart homes, using technology to improve home security, comfort, and energy usage [20] . A recent study has shown that more than every fourth person in Sweden feels that they have poor knowledge and control over their energy use, and that four out of ten would like to be more aware and to have better control over their energy consumption [8] . A solution is to provide the householders with feedback on their energy consumption, for instance, through a smart home automation system [15] . Studies have shown that householders can reduce energy consumption with up to 20% when gaining such feedback [8] [15] . Smart home automation is a prime example of a smart environment built on various types of cyber-physical systems generating volumes of diverse, heterogeneous, complex, and distributed data from a multitude of applications and sensors. Thereby, such home automation is also an example of an Internet of Things (IoT) scenario, where a communication network extends the present Internet by including everyday items and sensors, which in this case includes the possibility to monitor and manage energy usage [33] . As such, smart home automation systems incorporate common devices that control features of the home, but they do not only turn devices on and off [34] . For instance, smart home automation systems can monitor the configuration of the internal environment and the activities that are being undertaken whilst the house is occupied (and unoccupied) . The result of these modifications to the technology is that a smart home automation system can autonomously operate devices and thus manage the home on behalf of the end-users, i.e., humans.
Smart home automation is attracting more and more attention from commercial actors, such as, energy suppliers, infrastructure providers, and third party software and hardware vendors [11] [15] . Among the non-commercial stakeholders, there are various governmental institutions and municipalities, as well as, end-users. Knowledge, tools, and infrastructures related to software and data have begun to evolve in order to cover the challenges brought on by the complexity and the heterogeneity of massively inter-connected services and devices, but there is at this point no well-established practice to design such intelligent systems [7] . For instance, accepted reference architecture alternatives or software platforms, let alone such that include otherwise crucial system requirements, such as, security and privacy in the process are currently missing [7] [24] . As a result, there are multiple vertical solutions where vendors claim to support the whole chain from the sensors and devices to the gateways and servers, with whatever dedicated software that is appropriate in the perspective of the specific company. For example, this includes highly specialized APIs for the integration of additional services on top of the existing solutions. This creates a complex situation where, among many things, it is hard to avoid customer lock-in, something which may further smother their involvement and commitment. As a consequence, this also creates difficulties for executing system-hygienic tasks, such as, analyzing risks, enhancing privacy, and enforcing security in these environments.
In a joint research project involving leading industrial actors in the segment of home/building automation, a common interface of a smart home automation system (hereinafter denoted SHAS) that combines various vendors' systems has been developed † . Using SHAS, it is possible to transparently manage several smart home automation systems simultaneously in real-time. It is also possible for third party stakeholders, such as, property owners and municipalities, to both monitor energy consumption and remotely control electronic devices in the homes and buildings. Furthermore, end-users (e.g., as tenants) can collect aggregated energy consumption statistics on their buildings (e.g., from the owners). Based on the collected data, various services can be implemented, primarily as a way to raise the energy-awareness among end-users, e.g., by using gamification approaches. Also, on top of the common interface, an open mobile platform for energy efficiency services allows end-users to access various applications through an ecosystem of online services and smartphone applications. Through an open API, it is also possible for third party developers to connect their services and applications. In the research project, SHAS is tested on an apartment complex situated in Malmö, Sweden.
In IoT systems, particularly in those that involve human actors, such as, our SHAS, understanding the risks related to the use and potential misuse of information about customers, partners, and end-users, as well as, forming methods for integrating security-enhancing measures in the design is not straightforward and thus requires substantial analysis [33] [36] . In addition, measures ensuring the IoT architecture's resilience to attacks, such as, authentication, access control, and user privacy need to be established [38] . In fact, the difficulty in achieving security in IoT environments has been identified as one of the top barriers of smart home automation [7] , underlining that this is a cumbersome, yet important task.
In this paper, we apply a common risk analysis method in order to evaluate system vulnerabilities and threats, as well as, their likeliness of occurrence and potential impacts, i.e., the system's risk exposure. The analysis of risk exposure in SHAS is thus based on the well-known Information Security Risk Analysis (ISRA) method, documented by, e.g., Peltier [32] . The application of ISRA on SHAS is founded on a review of current advancements in science and industry. In order to fully understand the scope of the consequences brought on by smart homes, it is crucial to analyze not only the system risks related to privacy and security, but also the types of scenarios with respect to user privacy and home security that they entail. The main contribution is thus the results of the risk analysis on the smart home automation system in combination with the scenarios highlighting the consequences to user privacy and the review of the state of the art.
The paper is organized as follows. First, we set the scene by introducing the potential risk scenarios with respect to security and privacy of smart home automation. Then, related work, the architecture of SHAS, the ISRA method and its results are accounted for. This is followed by a discussion about the general risk exposure in relation to the main observations from the literature and scenario descriptions. In the end, conclusions and pointers for future work are summarized.
Another side of this is that the system (in our case SHAS) is reconfigured and equipped with new devices and software not included nor taken into account in the original design, rendering in that the system must be considered to be neither stable nor static; it is dynamic and changes all the time, and also in ways that are difficult to predict.
To shed some light on scenarios entailed by this development, we will now discuss the incorporation of safety surveillance cameras within a smart home, digital traces, and the addition of connected devices in smart homes. Below, these scenarios are briefly introduced and are then revisited in 7.
From Energy Efficieny to Safety Surveillance Cameras
Even though smart home automation systems, such as SHAS, may be originally intended for energy efficiency support, it can be extended to include also other types of appliances in the homes. In smart homes, the use of a safety surveillance camera typically has a purpose to detect anomalies in the home environments, i.e., events that differ from the daily use. A first example of such an anomaly is using a surveillance camera to detect or verify fire from remote locations, e.g., rule out false alarms so that emergency services can be called. Such applications are already in use, but must be installed in safecritical areas of the home, e.g., close to entrance doors and in bedrooms. Besides the obvious problem of automatically distinguishing a normal case from an abnormal, this kind of application also involves human interaction; someone needs to confirm what is happening. This may cause serious privacy concerns, i.e., someone may monitor everyday life in the home environment as the result of a (out of purpose) transmitting camera.
The surveillance camera can also be used for other personal purposes, such as, to see who is at home with respect to, e.g., childcare, control of infants sleeping, elderly care, etc. Home related performance statuses are also possible to monitor, e.g., if lamps are switched on or off, doors closed or open, cameras showing water leaks, etc. Smart home surveillance cameras can also be used in combination with other sorts of connected devices, which together may provide an overly detailed image of the persons living in that home.
Extending the use of smart home automation by including, for instance, surveillance cameras increases the risk of concept drift, i.e., when information is collected for one purpose, the same information can also be used for other intentions. Such extension of usage also typically raises the need for increased security restrictions, especially in terms of features enabling remote access to home cameras possibly involving persons in their private state. The main concern is whether comprehensive analyses of all possible threat scenarios are considered during such a continuous extension to the smart home automation infrastructures that are currently evolving in the industry, and to what extent autonomous decision-making by the system (and the vendors behind it) should be allowed.
Discovering Digital Traces
Besides linking together different equipment and system functions, as well as, including the data that these are handling, a potential intruder may acquire an undesirable level of knowledge about the residents of a home. As an example, measuring the overall power consumption provides a limited knowledge of the home, but the addition of individual measurements per electrical device (usage extent, time of day, etc.) generate more fine-grained meta-information about the family members' habits. To reduce energy consumption, detailed power measurements should ideally be produced. This motivates and facilitates, for instance, the use of user-oriented applications, usually available in the everyday life, e.g., through the use of smart phones, to be connected to the home. Combined, these applications, typically developed for other purposes, bear potential to evade user privacy and jeopardize home security in ways that can be difficult to anticipate.
Digital traces that the users (more or less voluntarily) leave behind when using the system can be used for building extensive personal profiles of the residents of a home. A burglar may remotely monitor routine activity patterns based on when persons in the household are at home, and thus get the means to conduct the burglary when the house is empty. It is also possible to create estimates about the activities that the household members are involved in based on unique appliancespecific electrical consumption break down [18] . For instance, novel methods allow the use of individual appliances to be filtered out from the overall consumption pattern with an accuracy of around 90%. This allows a smart home automation system to separately monitor the time and duration of use of, for example, dishwashers, various lights, kettles, TVs and video-game consoles [39] . Such monitoring activities can be seen as the equivalent of the mapping process, e.g., between users and their interests, that takes place on many parts of the web today, such as, Google-sites or Facebook, and may in the future be part of a larger mapping scheme where various (physical) user habits are plotted. The result may be a detailed personal dossier of information that contain not only a user's digital behavior, but also such that take place in the ordinary physical world. This, of course, means a bundle of highly sensitive information that, in the wrong hands, may be a severe threat to user privacy.
Since this type of information is delicate in the sense that there is a risk for misuse with severe consequences, such as, unsolicited commercial message exposure, stalking situations, etc. It must be clear to the end-users, what information out of all the information in flux in the smart home that is of a personal nature, how it is processed and distributed once it has entered the smart home automation system through an IoT device or sensor, and what part the user can play in this process. There is of course also a conflict between the service providers and consumers; the former want to collect as much information as possible for future reference or business opportunity, while consumers primarily only want to reveal small pieces of information that is useful at a certain point in time.
Therefore, it is important to investigate what actual choice the users face regarding their participation in the data collection process. In order for the users to be able to make an informed decision about adopting a smart home automation system, it is crucial that vendors of such systems are transparent about how personal data within the system is processed, analyzed, interconnected, and correlated. Without such transparency, it is hardly possible for users to provide the system with an informed consent, something that any user participation should be based on. A main concern therefore is the data in flux of smart homes; what does it look like, how can it be exploited by the connected devices (and in connection, the vendors behind them), and how should the support for enforcing user privacy be designed.
Augmenting the Internet of Things in Smart Homes
A popular application area in smart home automation is to use energy control as a means to avert burglary, for instance, by autonomously scheduling the lights to include also other types of electronic connections, such as, Internet-connected radio or TV at times when the home is unoccupied. This may also be done without the interaction of the user, i.e., connected objects in smart home automation systems can act autonomously based on, e.g., their capabilities to learn from the user's behavior. As more devices are involved in this scenario, an increased scope of data may be added to the system as a sort of random noise, thus making monitoring capabilities of smart home automation, as mentioned above, more difficult to deploy. This added feature is of course the opposite of ensuring energy efficiency in terms of the amount of power available only when needed. However, as the scheduling of electrical devices may convince potential burglars to avoid breaking entries, as well as, limiting the means for monitoring users in their homes, it may instead contribute to the enhancement of user privacy.
Moreover, by using energy control appliances in such a way, a drawback may be that the home can become physically vulnerable to new threats in the form of intrusion attempts that are usually associated with traditional online interaction, e.g., exposure to malicious software programs and through participating in online social networks. A security analysis must thus take into account the level of autonomy provided by the system (i.e., what decisions that can be made by the system without the involvement of a user), as well as, the general awareness of security and privacy with the user. This is an extension of security analysis to also include situations where no actual (human) user is around, but where the user unexpectedly may play an important part in the resilience and security configuration (or lack thereof) of smart homes. Meanwhile, the connected smart home objects usually have limited means for security-enhancing measures, such as, encryption, and are also prone to environmental influences. As the objects can act without user awareness, they can control more than the digital side of the home, i.e., also the physical environment. A main concern therefore is the significant abuse potential brought on by this development of the smart home technologies, and an interesting question is how security should be designed to prevent intrusions and contribute to the concept of a private, yet connected home.
Related Work
The reviewed related work presented below has been assimilated based on the research field of the project, i.e., smart home automation, and on the scenarios as introduced above. The account for related work is grouped in four sections, based on the main theme of the reviewed work, and in the end, some general observations are presented. The results of this study are also incorporated in the ISRA design, as described in 5.
Risk Analysis-Based Approaches
The domain of smart home automation is viewed as a key element of the future Internet [34] . As homes are increasingly computerized and filled with devices ranging from smart TVs to home energy management systems, potential computer security attacks and their impact on residents need to be investigated. Denning et al. [11] survey the security and privacy landscape in IoT-based smart home environments, and provide a strategy for reasoning about security needs. They use a method based on three components that include the feasibility of conducting an attack, the attractiveness of the system as a compromised platform, and the damage caused by executing an attack. The first two factors, when combined, provide some indication of the likelihood that an adversary will compromise the device in question, while the third factor helps to weigh the overall risk. The goal of this is to facilitate an informed discussion about the potential risks with a technology if security is not sufficiently addressed in its design. As such, their framework provides a skeleton for characterizing risks, i.e., persons not accustomed to considering attack scenarios might require additional guidance. A strong merit with the paper by Denning et al. [11] is the framework for articulating key risks associated with particular devices in the home, which includes identifying human assets, security goals, and device features that may increase the risk posed by individual technologies, but since the devices and technologies used in the digital home are grouped together, the framework excludes technical nuances, such as, those entailed by problems with, e.g., transport encryption of data, limited CPU-storage on connected units, etc. Another merit is of course their approach to evaluating risk, but it is tuned for existing smart homes, rather than to support the development phase of smart home automation systems. However, they conclude that the new capabilities of home technologies enable novel attacks and at the same time allow some traditional attacks to have new consequences. There is thus a need for including a broad scope of risks, i.e., old, as well as, new ones, in smart home automation environments, something which is not further elaborated on in their work.
The belief that the introduction of smart home automation systems adds new risks in addition to existing ones is confirmed in the work of Roman et al. [35] , where, e.g., an account for threats based on security and privacy perspectives is provided. This account is based on reasoning about system components in the connected home, i.e., the article does not address any empirical work. While they reason about various security threats and their mitigating countermeasures, they do not provide any information on how to identify the risks that are present and how they should be perceived. They conclude that, in order to manage the variety of threats facing IoT-connected homes, important problems to discuss are, e.g., data and identity management, user privacy, self-management, and methods to support resilient architectures.
Djemme et al. [12] have proposed a risk assessment framework and software toolkit for cloud service ecosystems, of which the digital home is viewed as an example. They stress that concerns, such as, risk, trust, security, cost, and legal factors underpin the non-functional properties of the ecosystem, and thus highlight the importance of effective risk management methods. The main contribution is the risk assessment model, which comprises four risk categories, in this case, legal, technical, policy, and general. As such, it excludes the otherwise important user perspective, which of course is central to any risk analysis of the smart home.
Kirkham et al. [23] explore cloud computing in the context of home resource management and propose a risk-based approach to wider data sharing between the home and its external services using key indicators related to risk, trust, cost, and efficiency. The risk model is based on a use case for home resource management and provides means to calculate the legal risk, the appliance failure risk, and the resource security risk. The legal risk calculus, which is a rule-based model, is innovative, as it addresses data sharing and legal compliance of the service provider in terms of privacy legislation and wider data processing law. Application to failure risk is concerned with elements of the environment that may cause the wider smart home applications to breach the legal agreement between householder and service provider. Resource security is concerned with possible threats to leakage of resources to both rogue service providers and malfunctioning devices. Although this apparently is an interesting approach, their empirical results are included only for two of the risk model categories, i.e., the legal risk calculus is left out. They point out the need for further study on the integration of risk calculation and the expression of risk in IoT-intense domains; especially in smart home environments inhabited by (human) users, where a lot of potentially sensitive data is in traffic. However, a general lack of quality data is acknowledged as a hindering factor in further developing the knowledge about risk exposure in IoT-connected homes.
Security-Based Approaches
In the work by Babar et al. [4] , an embedded security framework for IoT environments is proposed. Based on a review of network-based attacks on IoT systems, they investigate the need to provide built-in security in the connected devices to provide a flexible infrastructure for dynamic prevention, detection, diagnosis, isolation, and countermeasures against successful security breaches. Based on this analysis, they define security needs while taking into account computational time, energy consumption, and memory requirements of the connected devices, i.e., while they set out to do a comprehensive view of security risks, they only focus on hardware and software components. They claim that security requirements for IoT will certainly underline the importance of properly formulated, implemented, and enforced security policies throughout their life cycle. However, in order to achieve this, risk analyses that fuel an understanding of both technical, as well as, human aspects, need to be applied to help define and motivate the security requirements of IoTconnected homes. Ning et al. [28] offer an IoT system architecture set to handle a broad array of challenges for enabling security, both at system, network, and application layer. Based on defining security in terms of requirements, such as, confidentiality, integrity, and availability, they conclude that research efforts need to be put into advanced cryptographic protocols, data management solutions, and strategies to manage the tradeoff between security, privacy, and utility of IoT systems. They particularly highlight the importance of security-enhancing technologies in terms of cross-network authentication and authorization on the various cyberentities of, e.g., the connected home.
Gan et al. [16] focus on the application of technologies in IoT environments and target security-enhancing solutions to network points of entry. They say that major risks consist of instantiations of malicious software and various hacking techniques, and that they are important threats to mitigate by, e.g., authentication procedures in the connected devices and cryptography between the communicating objects. Although their work point to some relevant security issues, a conclusion from it is that much effort is still needed on further investigations on security design features in infrastructure and system planning, and that this requires a deep understanding of both impacting risk factors and of the technology itself. Their work is reflective, and they mostly reason about technical issues related to security, such as, encryption of gateway nodes, denial of service attacks, and authentication schemes. Van Kranenburg et al. [26] investigate security issues of communicating objects in smart home automation. They conclude that a significant research effort has been undertaken on cryptography tailored for low-cost, low throughput, and resource-constraint devices (referred to as "light-weight cryptography") in smart home environments. This particular circumstance, i.e., the resource-constrained nature of many of the devices in a smart home environment do not permit to implement the standard security solutions, which therefore make smart homes vulnerable to security attacks, is also supported by Lee et al [27] . Van Kranenburg et al [26] also explain that, in spite of the large number of available methods, there are few, which have been examined enough to be considered secure, and thus point to the need for methods that support the review of risk factors in smart home automation.
As pointed out by Das et al. [10] , while mobile devices continue to grow in popularity and functionality; the demand for advanced ubiquitous mobile applications that support home security and surveillance also rises. Das et al. [10] have designed a home automation and security system (HASec) for mobile devices that leverages IoT technology to provide essential security-enhancing control functions. In particular, HASec operates and controls motion detectors and video cameras for remote sensing and surveillance, streams live video, records it for future playback, and manages operations on home appliances, such as, turning on/off a TV or microwave, or altering the intensity of lighting around the home. HASec has two main components interacting with each other; the iOS application that executes on the mobile device and the serverside scripts that run from a cloud server. Although HASec is a promising alternative for strengthening home security through smart home automation, the work by Das et al. [10] only addresses security measures, i.e., it does not include a risk analysis.
Notra et al. [29] dissect the behavior of household devices in connected homes, and highlight the ease within which security and privacy can be compromised. Based on this, they propose a solution to protect such devises, mainly by restricting access at the network level, i.e., the cloud service provider provides security as an overlay service not impacting the connected devices of the home. The most interesting part of their work is the experimental vulnerability analysis of popular smart home devices, in which they have pointed out the need for user-friendly and computer resource-efficient access-control mechanisms. The suggested security solution, i.e., access control rules in the home network, is thus a promising solution towards enforcing security and privacy in smart homes.
Privacy-Based Approaches
Arabo et al. [3] identify challenges and implications of privacy with respect to connected devices, of which some examples are identify theft, social engineering attacks, points of entry for a cyber attack, and social network-based threats, such as, grooming and cyber-bullying. This is an interesting discussion, but there is no evaluation of the severity of these privacy and security threats. They do, however, provide a discussion about the user data generated within the smart home, from which they draw the conclusion that malware management is a particularly important research challenge. Kozlov et al. [25] discuss threats to privacy and security at different levels of IoT architectures. With respect to the smart home, they especially advertise for privacy control mechanisms, methods to analyze privacy risk levels, and energy aspects of security, privacy, and trust, as they are closely related to energy consumption of the entire network infrastructure. Kozlov et al. [25] also highlight the need for legal support in the enforcement of privacy in IoT environments, and particularly stress the importance of taking privacy into account already while IoT systems are designed. Weber [38] explored privacy issues in the IoT with a special emphasis on judicial perspectives on technical components, such as, encryption, authentication, ID management, etc. He also studied users' rights, public awareness, disclosure statements, and user advocacy. From a legal perspective, Weber [38] analyzed user consent, collection limitation, use limitation, openness, and accountability, and proposed a legal framework on which a business is said to be able to rely on. He concluded that while according mechanisms still need to be developed, the early recognition of eventual problems and suggestions for their encounter need to be recognized before IoT environment, such as, a smart home, could be in full operation. While Weber's legal framework is conceptual, and does thus not include any empirical motivation, it is mainly focused on solutions to empower accountability rather than on the exposure of problems in terms of, e.g., privacy risks exposure. In spite of this, a legal platform, such as, the one suggested by Weber [38] , is important in the development of IoT environments, as it is essential for businesses -and users -to be able to rely on a stable and foreseeable legal framework. Actually, this is an important aspect also of the security architecture of resilient smart home automation systems, which of course are dependent on stable and clear rules for business.
Industry-Based Approaches
There is a bundle of examples related to the ease, with which a smart home can be intruded, manipulated or hi-jacked. For instance, in a recent test of a smart home automation hub, security experts at Symantec found multiple security flaws that could allow attackers to gain access to the hub, as well as, to the devices connected to them [41] . For instance, if cyber criminals apply the, so called, ransom-ware model to smart homes, homeowners can find themselves coerced into paying a ransom in order to regain control of their heating, smart door lock, or smart TV. In smart homes, there are problems with complexity, competition between vendors, multiple incompatible standards resulting in inherent difficulties in achieving security and raising privacy, while also opening up for a scattered market situation. The resource-constrained nature of many of the devices present in a smart home environment does not permit to implement the standard security solutions and therefore smart homes are currently exposed to security vulnerabilities, of which the consequences are difficult to predict and evaluate [27] . Barnards-Wills et al. [5] point out that smart home service providers and technology developers may themselves become threat agents to other assets in the home. The key sources of such threats are often unintentional, i.e., they relate to errors in design, installation, maintenance of devices and systems, as well as, the possibility of these providers being unable to fulfill their commitments due to, e.g., bankruptcy or stopping the support service for a previously installed product. These examples point to the need for risk analysis tools that can be adopted and used by end-users to enable informed decision-making on the configuration of smart homes.
Currently, there are countless initiatives occurring in the market for smart home technologies, as well as, in the media companies and in the organizations that cover it [5] . For instance, there are cloud computing security methods, such as, those provided by, e.g., IBM, and there are security protocols, such as, those provided by, e.g., Z-wave. In a white paper by Whitehouse [40] , a guide for addressing considerations regarding cyber-security and privacy safeguards in IoT devices during its design and implementation is provided. According to the report it is crucial to manage any security considerations early on in the product development process by secure-by-default designs, i.e., that the default configuration settings are the most secure settings available. The National Technical Authority for Information Assurance in the UK publishes a list of 12 desired properties in secure-by-default platforms [37] . The first items on the list concern mandatory security controls for limiting access to both the CPU and memory capacity; although, quite obvious, the report states that such fundamental functions are hampered by legacy functionality on CPU architectures, such as, the x86 microprocessor.
While there are many industrial security providers for the smart home market in play at the moment, what seem to be missing are good practices and policy measures, such as, security standards. Good practices for the consumers include choosing systems that allow secure communication, local access, are not dependent on cloud services and use security features when they are available, which may well be deactivated by default. The standards relate to good practices in that they are certification approaches that seek to make the practices more widespread through the smart home industry. Even though standards are commonly viewed as a baseline requirement for manufacturers, the possibility of technology developing through standards and regulation should also be considered. In the report by Barnards-Wills et al. [5] , an excellent overview of the current state of standards related to the smart home environment could be found.
Main Observations
Based on the related work reviewed above, the following conclusions can be drawn:
• There is a general need for empirically based methods that support the evaluation of risks in smart home environments. Without such methods, the implemented security solutions risk not meeting the desired security and privacy goals of the smart home automation system.
• There is a general need for the integration of security in design. Risk analysis perspectives are typically put on the connected home from the outside, i.e., risk analysis is not included in the design and development phases of smart home automation systems and technologies. Security in design is crucial for mitigating the threats posed at IoTconnected homes, especially in terms of malware mitigation, access control, and privacy disclosure. Such sound security management must also contribute to the overall system requirements, something that is facilitated for during system development.
• The risks to user privacy need further specification. As information generated within the smart home often is of a personal nature, and thereby generally must be considered sensitive, exposure to privacy breaches needs attention to illustrate the potential breaches to the personal sphere of the home.
• The industry of security-enhancing mechanisms for smart homes is scattered pointing to the need for both good practices (for end-users) and policy measures in the shape of technology standards for system and service providers.
The risk analysis method used in this paper is selected based on its ability to address these needs, as is further explained in 5 (and especially in Table 1 of that chapter). Also, in 7, the main observations above will be discussed based on the results of the application of ISRA on SHAS. Before we go into that, the main architecture and functions of SHAS will be accounted for.
SHAS Architecture
In smart home automation, energy services depend on a broad range of connected hardware and software components for monitoring and controlling an apartment or building [14] [17] [42] . In the case of SHAS, these sensors and actuators record and report metrics, such as, water usage, indoor temperature, CO2 levels, and power consumption. Each device runs independently of each other and communicates using a local mesh network; in this case Zigbee (see, e.g., [6] [21] ) is used with a home gateway acting as the central node. The gateway runs a minimalistic Linux distribution and relays device information to a cloud server over the Internet using the XMPP protocol (see, e.g., [19] ). In the SHAS architecture (as depicted in Fig. 1) , it is important to effectively make use of the resources accessible higher up in the communication chain, as the availability of memory is limited on sensors and actuators. In an attempt to minimize the impact of outgoing Internet traffic, values are only reported from the in-house gateway if they deviate beyond a given threshold. Nevertheless, the gateway also has limited storage and computation capabilities, and in turn offloads data to the cloud server. Prior to this, the gateway also aggregates data over a certain period or within a certain interval. The cloud server provides the platform with an API entry point that applications use to interact with the apartments in the building through the available devices. The platform API, however, does not grant access directly to the devices for application developers. Instead, the cloud server acknowledges an action to the application immediately and makes the necessary arrangements to ensure that a particular device's state is modified. For example, users wanting to turn off their bedroom lamps use their tablet computer to remotely perform this action. An API-call is then directed to the server over HTTPS, which immediately responds with a reference that the application can use to verify that the desired state was entered. Alternatively, users may switch off the lamps manually. This state change must be propagated via the in-house gateway to the cloud server and, eventually, to applications and services in order to ensure that a consistent view of the device's state can be presented to the user. A representation of the device's state is thus stored at the server and this must be kept consistent by the actual device (as it is the true source).
The data provided through the API is a composition of several data sources, some provided manually by the user, some by external service providers, and obviously some by sensors on the actual device. The user, in turn, assigns contextual information to a connected device, such as, which appliance the smart devices control and where in the apartment they are located. This information is vital for application developers when, e.g., implementing smart shutdown of appliances based on user presence. From an application developer's perspective, the API exposes a composite set of information about devices and the basic services as part of the SHAS. Also, having externally contributed data, as part of the platform API, may unintentionally complicate error handling for the application developer. Furthermore, an API does not provide insight into which devices are available in an apartment only by describing the structure and exposed methods. Device types and their hierarchy must thus be communicated to application developers so that they do not misinterpret which aggregated data is already represented elsewhere.
The SHAS platform used for the connected devices is distributed across multiple hardware solutions manufactured by different companies, each with its own set of responsibilities and privileges. As the available devices in each apartment differ, each instance of the platform will subsequently be different. There are, however, some components that are fundamental for the platform's operational capacity, e.g., the in-house gateway for relaying messages that devices send over the local communication protocol (Zigbee or ZWave) to an Internet-based protocol (XMPP). Furthermore, there are devices that have strong temporal behavior, such as a user's mobile phone, which may be used as a contributor for determining the presence of a particular person, but cannot be guaranteed to always be present (or in itself always valid). In the analyzed prototype version of the SHAS, standard security features, such as, firewall on the cloud server and one-level authentication configuration in the mobile app, are included. However, in order to decide how security should ideally be configured, a risk analysis must be undertaken.
The Information Security Risk Analysis Methodology
The reason for applying the ISRA approach in the development phase of SHAS is motivated based on the main observations made in the review of related work accounted for in 3. Proper and efficient integration of security in IoT-based smart home systems must be founded on the sound analysis of risk, i.e., the likeliness of loss [1] [32] . In order to enable the identification of a reasonable level of security in SHAS, a methodology that embraces central security concepts like confidentiality, integrity, and availability, but also crucial processes, such as, prevention, detection, and response is thus useful. Successful IoT security strategies apparently also require a holistic approach, embracing all parts of the system while also contributing to fulfilling other system requirements. As is pointed out by Kirkham et al. [23] , to be able to base the analysis of risk exposure directly on original quality data from within the system development is also an important characteristic for the credibility of the results. In addition to this, we wanted an analytical tool that enabled a deep understanding of the risks facing the system so that a discussion on the impact of privacy when making homes digital and smart can be possible. As can be seen in Table 1 , there is also a general need for systematic, as well as, empirically founded way of analyzing the risk exposure of smart homes, something that is preferable to do before going into the implementation of security and privacy measures. Table 1 . A concrete overview of the results from the study of related work presented in the order of appearance in 3. The X-marks indicate the research focus of the work reviewed. On the last line, the ISRA approach as it was applied on SHAS is included. The X-marks within parentheses indicate that even though the solutions to the identified privacy and security issues are not included per se in the empirical approach, these aspects are discussed in conjunction to the ISRA, i.e., in the three scenarios. In the ISRA approach, the system's risk exposure is systematically reviewed based on its ability to fulfill the three basic goals of system security, i.e., confidentiality, integrity, and availability. The application of the ISRA approach has previously been applied, e.g., in the context of complex information exchange services in Internet-based collaborative networks (see, e.g. [9] ) and in the context of analyzing the vulnerability of virulent computer programs in local area networks (see, e.g. [22] . The application of ISRA is based on empirical material gathered in the software development phase of SHAS, which will now be accounted for.
Research contribution

Practical Approach
Decisions about risks should be perceived as choices under uncertainty, which, in our case, means that experts are consulted regarding the risk exposure of the SHAS architecture. The experts express their informed opinions in the form of probability distributions, which are aggregated into a single distribution that can be used for decision-making. In two collaborative workshop sessions including security experts, domain experts, and system developers of SHAS, in all nine persons, an open ISRA-questionnaire was used in order to reason, identify, analyze, and evaluate threats, their linking to system vulnerabilities, as well as, their likeliness of occurrence and potential impact to the entire SHAS. During the workshop sessions each participant individually estimated the corresponding probability and impact associated with each threat based on a five level scale (1-5) ranking from unlikely/negligible to likely/disastrous respectively. Before the threat analysis started, the participants were briefed on how to interpret and use the different values on both probability scales to ensure a unanimous understanding among the participants, i.e., this took place prior to the identifications and estimations of the threats. After that, each identified threat received an estimated probability and impact value from each participant. The arithmetic mean of both the probability and consequence values was then calculated. Finally, a mean risk value, within the range (1-25) was calculated for each threat by multiplying the mean probability and consequence values.
In order to reduce complexity in the task, an information system-based approach to analyzing threats, vulnerabilities, and risk levels of the SHAS was applied. The architecture of SHAS was consequently viewed in analogy of an information system (see, e.g. [30] ), and thus divided into subcategories containing software, hardware, information (or data), communication protocols (including radio communication), and the human actors (whether as end-users or as representatives for, e.g., vendors). This is an adaptation of ISRA, as this is not originally included in the design. However, it was deemed beneficial as it provides a measure to review both the system parts one by one and as a whole. The analyzed SHAS was divided into the following six parts (which are also mapped to the parts forming the architecture of SHAS, as illustrated in Fig. 1 ):
1. Connected sensors/devices (S).
In-house gateway (GW). 3. Cloud server (CS). 4. API (API). 5. Mobile device (MD). 6. Mobile device apps (App).
Each of the parts above was analyzed in search for vulnerabilities and threats related to hardware, software, information, communication, and human aspects in a structured way. If a risk was identified, it was given a unique descriptor (identifier) based on the system part and threat group it belonged to. For instance, the second software-related threat (S) concerning the in-house gateway (GW) is denoted S.GW.2, as can be seen in Table 4 .
ISRA Results
In this section, the results from ISRA applied on SHAS are presented. A total of 32 risks were identified during the risk analysis session. Each risk is represented by the following six attributes: a unique identifier according to description in previous section, an explanation of the vulnerability exploited by the risk, an explanation of the threat that the risk poses, the mean probability value, the mean consequence value, and the resulting risk value. Both the probability and the consequence values are calculated using the input from the participants, both within the range (1-5), during the ISRA process. For each risk, a mean probability value and consequence value was calculated based on the estimates from each participant. The risk values were calculated by multiplying the mean probability and the consequence values, which produce a risk value in the range of 1-25. However, the lowest risk values measured within this study was 3.5 and the highest was 15.44. More information about the risk values and the mean probability and consequence values are available in Table 2 . On the average, consequences were classified as more severe compared to the probability of a certain risk that will happen. Also, there was a more expressed general agreement about the proposed consequences compared to the probability values. As a result, the combined risk values vary, resulting in that a subdivision is desirable. So, based on the risk values, each risk was classified into one of the following three severity classes: low, medium, high. The severity classes were defined as follows:
• Low: if risk value < 6, i.e., the probability is unlikely to occur or the risk has a negligible impact.
• Medium: if risk value ≥ 6 and risk value < 10.
• High: if risk value ≥ 10, i.e., both probability and impact are above a considerable value.
So, with respect to the five level scale, a low risk requires one of probability/impact factors to be low or if equal both should be below approximately 2.5. A medium risk includes the two highest values for one of the probability/impact factors only if the other factor is below approximately 3.0. A high risk requires that both factors be above approximately 3. Out of the total 32 risks, 9 were classified as low, 19 as medium, and 4 as high with respect to severity. In Table 3 , the severity classification is shown for each risk divided into the six subsystem categories, as well as, the five threat categories. The threat category that includes most risks is the software-related category, which includes 13 risks. The threat categories concerning information, communication, and human all contain 5 risks each, while hardware-related threats contain 4 risks. Most highly severe risks are found in the human category. Table 3 . A classification of risk severity as either Low/Medium/High based on the corresponding risk value. The risks are divided into five columns, one for each threat category, and six rows, one for each subsystem category. Since the risk analysis was carried out close to the first system version delivery, i.e., after the integration of standard security-enhancing processes, the number of highly severe risks is rather sparse.
Identified risks
The identified risks from the application of ISRA on SHAS are presented in two steps. First, all risks are presented in five tables, one for each of the subsystem categories: software, hardware, information, communication, and human-related risks. Then, in step two, a more detailed analysis of the risks classified with a severity of either medium or high is carried out.
The Software Category
In Table 4 ., the software-related risks that were identified can be found. There were in total 13 software-related risks divided among the subsystem components as follows: 4 risks concerning the API, 4 concerning apps, 3 concerning the inhouse gateway, and one risk each concerning the cloud server and mobile devices. The most probable risk relates to inadequate accountability within the in-house gateway, i.e., system events are not logged, which make them harder to trace at a later time. The most severe consequence is associated with inadequate authentication in the API. The highest risk value concerns unauthorized modifications of system functions in mobile apps, i.e., end-users can gain access to system resources without having proper credentials. The five software-related risks with the highest risk value are addressed in more detail in 6.2. Table 4 . Identified threats with regard to software components within SHAS. Identified risks targeting sensors (S), the cloud server (CS), the in-house gateway (GW), mobile devices (MD), the API (API), and smart phone apps (App). The risk value indicates degree of exposure; the higher the value, the higher the risk. The standard deviation (std dev) of the probability and consequence values are presented within parentheses.
Id
Vulnerability description Threat description Mean probability value (std dev) 
The Hardware Category
In Table 5 , the identified hardware-related risks are presented. There were in total 4 hardware-related risks divided among the subsystem components as follows: one risk concerning the in-house gateway, one concerning mobile devices, one concerning the cloud server and one concerning the sensors. The most probable risk relates to unauthorized modification/tampering of physical sensors, i.e., various manipulation scenarios on IoT sensors. The most severe consequence is associated with unauthorized modification/tampering of physical sensors or in-house gateway. The highest risk values concern unauthorized modification/tampering of in-house gateway, e.g., resetting the system in order to recover the default password. Table 5 . Identified threats with regard to hardware components within the system. Identified risks targeting sensors (S), the cloud server (CS), the in-house gateway (GW), mobile devices (MD), the API (API), and smart phone apps (App). The risk value indicates degree of exposure; the higher the value, the higher the risk. The standard deviation (std dev) of the probability and consequence values are presented within parentheses.
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The Information Category
In Table 6 , the identified information-related risks can be found. There were in total 5 information-related risks divided among the subsystem components as follows: two risks concerning the in-house gateway, one concerning the cloud server, one concerning mobile devices, and one concerning the sensors. The most probable risk relates to inadequate access-control and authentication within in-house gateway, e.g., inadequate separation of privileges between user accounts. The most severe consequence is associated with the same risk concerning the in-house gateway, and as a result the highest risk value also belongs to that risk. This risk is also analyzed in more detail in 6.2. Table 6 . Identified threats with regard to the information/data processed within the system. Identified risks targeting sensors (S), the cloud server (CS), the in-house gateway (GW), mobile devices (MD), the API (API), and smart phone apps (App). The risk value indicates degree of exposure; the higher the value, the higher the risk. The standard deviation (std dev) of the probability and consequence values are presented within parentheses.
Id
Vulnerability description Threat description Mean probability value (std dev) Table 7 contains the communication-related risks that were identified during the risk analysis. There were in total 5 information-related risks divided among the subsystem components as follows: one risk each among the sensors, cloud server, in-house gateway, mobile devices, and the API. The most probable risk relates to manipulation, duplication, surveillance, and deletion within sensors and the cloud server. The most severe consequence is associated the previous mentioned risks, and as a result these risks also got the highest risk values. This risk is also analyzed in more detail in 6.2. Table 7 . Identified threats with regard to communication channels utilized in the system. Identified risks targeting sensors (S), the cloud server (CS), the inhouse gateway (GW), mobile devices (MD), the API (API), and smart phone apps (App). The risk value indicates degree of exposure; the higher the value, the higher the risk. The standard deviation (std dev) of the probability and consequence values are presented within parentheses.
The Communication Category
Id
Vulnerability description Threat description Mean probability value (std dev) Table 8 contains the identified human-related risks. In total, 5 human-related risks were identified, and obviously none of them are related to any system components since they concern situations related to human behavior. The most probable risk relates to poor password selection, which could lead to that authentication mechanisms are omitted. The most severe consequence is associated with two risks, the first concerns unauthorized redistribution of confidential information among system or cloud providers, the second concerns hacking exploitation attacks from various actors. The highest risk value altogether belongs to poor password selection. The risks of poor password collection and those relating to sloppy and gullible end-users are addressed in more depth in 6.2. Table 8 . Identified threats with regard to human actors within the system. Identified risks targeting sensors (S), the cloud server (CS), the in-house gateway (GW), mobile devices (MD), the API (API), and smart phone apps (App). The risk value indicates degree of exposure; the higher the value, the higher the risk. The standard deviation (std dev) of the probability and consequence values are presented within parentheses.
The Human Category
Id
An Analysis of the Medium and Highly Severe Risks and their Corresponding Mitigating Measures
Below, we go through the risks with the highest risk values in each SHAS category, starting with the hardware-related risks. The hardware-related risks mainly concern theft, manipulation, and sabotage of the various devices and servers used within the SHAS. To mitigate these threats, we can conclude that appropriate physical and perimeter security is needed. Physical protection consists of one or more of these elements; deter, detect, alarm, delay, and respond [2] . This setup ranges from certified locks on door to guards responding on raised alarms.
Regarding the software risks, S.App.3 concern software vulnerabilities in the mobile app of SHAS. Software vulnerabilities are ubiquitous in almost any computer system. They therefore convey the risk of attackers that could exploit these software vulnerabilities, using, for instance, buffer overflows or race condition vulnerabilities in the software. Information about known vulnerabilities, together with information on how to patch the vulnerabilities, is disclosed in a number of publicly available CVE (Common Vulnerability and Exposure) databases, e.g., CVE Details ‡ . By making use of the information, software developers and security engineers can both contribute to a situational awareness, as well as, to pointing out useful mitigation and patching techniques. Also, in order to mitigate such risks, it is important to adopt secure coding practices and rigorous testing techniques, including penetration testing. Furthermore, it might be fruitful to deploy the use of signing the software based on cryptographic certificates and trusted third parties. In the risk S.API.4, the possibility of software vulnerabilities in the API, which could allow attackers to execute unauthorized actions through the API, is highlighted. Although a rather moderate risk value, this can allow for reading and/or modification of information in SHAS, which, if not attended to, can render the system vulnerable to information collection from multiple sources outside SHAS.
The software risk denoted S.GW.1 entails that the authentication mechanism is vulnerable to attack, allowing attackers to circumvent, e.g., password authentication schemes and thereby gain access to the system without proper credentials. To mitigate this risk, the use of standardized components for handling authentication and session control should be utilized over such components implemented within SHAS. Available methods for authentication range from traditional passwords, through public key infrastructure-based authentication to multi-factor authentication, which, for instance, include the enduser's cellphone. As always, it is important to continuously install software patches released for any software packages used to mitigate these types of risks.
Another software-based risk targeting the in-house gateway is S.GW.2, which represents inadequate accountability and logging settings. If realized, this may render in that system events remain unregistered in the system log. This can create severe problems in handling bug fixing, as well as, intrusion attempts, since changes and compromises to the system can become untraceable in the logs. Although this is currently handled in SHAS, synchronization of logging and registry activities need careful configuration and policy alignment, which of course need to be respected by all included parties. Although, as vendors of smart homes often have business relations with other vendors and thus take part complex ecosystem structure, this is easer said than done.
As is shown in the software risk S.GW.3, SHAS, like all systems, can be exposed to denial of service attacks due to its inherent property of publishing services, i.e., there is no explicit vulnerability connected to this threat. In SHAS, the configuration of the cloud server can enable flooding of messages to the in-house gateway, rendering in that the system becomes unavailable. This risk can, albeit ubiquitous in any computer system, be mitigated either by deploying in-house equipment from external vendors, or by benefiting from security techniques provided by Internet service providers, such as, traffic scrubbing filters and efficient client-puzzle approaches [13] [31] .
The highest ranked risk related to the information/data processed within SHAS is I.GW.2, which represents inadequate access control configuration in the in-house gateway. In the current version of SHAS, there is no access control mechanisms implemented since the in-house gateway only can handle a single user account, i.e., the administration user. However, for the future, where multiple user accounts on the in-house gateway will be mandatory, access control settings need to be in place. Another important task, also pointed out in [7] , is to allow for temporary access to guest applications, devices, etc.
Within the category of network communication, the highest ranked risks concern inadequate authentication and confidentiality settings within the various connected sensors, as well as, in the remote cloud server. The risk labeled N.S.1 highlights the problem with sensitive information that can be transmitted between the sensors and the in-house gateway, e.g., commands with instructions to switch on/off electronic devices, such as, alarms and surveillance cameras. To mitigate this risk, such information should not typically be sent in clear text, and thus a secure (encrypted) communication protocol is needed in SHAS. In addition to protect against confidentiality threats, the protocol also needs to be able to resist manipulation threats so that the preconditions for replay attacks are minimized, i.e., that communication is recorded and later resent in order to carry out a task, such as, switching on a light. Although it is trivial to protect against replay attacks in traditional computer systems, the limited computing and power resources of typical IoT-connected devices bring about new challenges for this.
Furthermore, N.CS.1 highlights the risk concerning inadequate authentication and confidentiality configuration in the network communication between the various subsystems. This problem could be addressed using encryption and authentication schemes, such as, Transport Layer Security or Virtual Private Networks, that are regulated using legal contracts with the cloud service providers, as this relates to potentially sensitive user data transmission. ‡ CVE Details can be found at http://www.cvedetails.com Last accessed: 2015-06-02.
In terms of security, human actors represent a weak link in all computer-based information systems. As such, humans constitute a complex challenge to handle in any risk analysis of computer systems, which has proven to be the case also in SHAS. The highest ranked risk concerning human aspects is the deployment of weak passwords (U.4), which could be mitigated through the enforcement of password policies and verification tools. This is especially important in the single user account used within the in-house gateway. Furthermore, user accounts are often -when default configured -a weak point for hacking attempts and man-in-the-middle attacks. It is also important to recognize that the origin of the human-oriented risks span from gullible end-users that usually constitute targets in, e.g., social engineering attacks (U.3) to disgruntled employees that can either sell or deliberately leak confidential information in order to, e.g., make a profit or cause harm or inconvenience to the employer (U.2). The tools available for addressing these threats are usually grouped in policies and legal contracts, as well as, in education efforts of the end-users.
In the development of SHAS, software testing in order to identify bugs and other vulnerabilities has been deployed throughout the process, which, to some extent, is also the case with security analysis. This circumstance may explain the relatively low number of high risk levels identified in 6. Mainly, the most severe risks concern human actors, where mitigating measures rely more on how to inform or train users than to improve the technical design of the SHAS. Also, experience shows that system security needs constant attention in order to prevent, detect, and react to malicious or selfish intrusion or manipulation attempts. Nevertheless, the risk analysis has pointed out some serious flaws in the current system architecture. This is mainly handled by proposing improvements based on experience from related areas, i.e., using similar techniques with a similar scope. It is likely to believe that application areas with longer and more profound experience are more mature when it comes to security issues, and thus beneficial to learn from. We believe that the system must be designed to address deficiencies in a dynamic way by avoiding cumbersome built-in static security controls, e.g., by supporting programmable and thus adjustable solutions.
Discussion
As pointed out in 2, extending products and services to the residents of a smart home make it possible to collect additional information about the household. In the case of smart home automation, this process takes place in people's ordinary lives and typically without their understanding of the implications that this collection may have on their privacy and home security. The digital traces that the users leave behind and that the various stakeholders can collect may also be combined and extended with more general personal data, such as, aggregated neighborhood statistics, to a personal profile making both home and user vulnerable to various intrusions. The use and misuse of information may thus affect the potential benefits of introducing smart home automation systems.
The Need for Risk Analysis
As was concluded in 3, a general need for systematic and empirically based methods supporting the evaluation of risks could be observed in the literature, as well as, in the industry of smart home automation. This is something that has motivated the choice of empirical method in this paper, i.e., the ISRA approach. The application of ISRA has enabled a systematic review of the risks, i.e., as probable dangers, directed to a smart home automation system, in our case SHAS. The approach, when applied on SHAS, included both security experts and system developers in the risk analysis process, i.e., they provided access to original quality data. The particular choice of ISRA, with its semi-qualitative nature, was motivated in that risk analysis methods that use purely quantitative measures may not be entirely suitable in connected IoT infrastructures [37] , such as, smart home automation systems, where systems have both a heterogeneous structure, complex relationships of connected devices and deployed software. Moreover, the ISRA approach is widely used in the security community [32] . When applying ISRA, there is often a need for the human mind to sift through the amounts of data and connections between them in order to identify and value the probable attack points. This particular circumstance might lead to that important conclusions about generalized probabilities and consequences are missed and that inconsistent results may be yielded. This also means that the results of the ISRA approach can be said to be depending on the experience of the people who conducted the risk analysis, which, however; also may be viewed as a merit (see, e.g. [32] ). Even though, the application of ISRA on SHAS may not completely bridge the identified gap of general, systematic, and empirically based risk analysis methods in smart home automation systems, it can certainly be seen as a contribution to the general development in the area. So, we investigate the propagation of risks between different threat categories and different sub systems as seen in Table 3 . Note that the actual risk values are used for separating risks into three severity classes (low, medium, and high), but no statistical comparison between single risks is done.
The Need for Security
It has also been concluded in 3 that there is a general need for security in design of smart homes, something which is also emphasized in [5] and [7] . As risk analysis perspectives are typically put on the connected home after the system is in place, i.e., risk analyses are usually not included in the design and development phases of smart home automation services and technologies, the application of ISRA aimed at contributing to bridge this gap. In the review of the risks facing SHAS, this was enabled through the inclusion of the security experts in the ISRA workshops described in 5.1. Security in design is crucial for preventing, as well as, moderating the threats posed at IoT-connected homes, especially in terms of malware mitigation, access control, and disclosure of personal information. Since the smart home systems may also be connected to other home devices, each with its own purpose, the original view of the security requirements (if any) may as a consequence be set aside. In addition, security perspectives on the development of IoT products for the connected home must also include indirect characteristics, such as, connectability, interoperability, and pervasiveness. It must also be taken into account that the smart home system typically belongs to an ecosystem of vendors, users, systems, etc., and that the potential cyber attacks surfaces thus increase in number while they at the same time become increasingly physical. Especially this last circumstance is important in smart homes, as it must be considered that privacy-sensitive devices, such as, surveillance cameras and personal wearables are likely to become parts of the smart home ecosystem. Another important aspect of the smart home that ideally should be dealt with in the development phase is data management. In smart home systems, a lot of data is in flux. As this data typically is generated by the user, or on behalf of the user, a large extent of it must be assumed to be personal, thus sensitive. With the dynamicity of smart homes, i.e., the configuration of system-connected devices changes over time in ways that may be difficult to predict, it is crucial that this aspect is taken into account at an early stage of the system development.
Even though all of the above mentioned aspects are difficult to include in the design phase, the ambition with the inclusion of security experts and system developers in the application of ISRA on SHAS was to highlight the role of security in system development. This means that there have been no methodological boundaries in including such aspects in the analysis and in the design. However, the relative openness of the ISRA approach of course also points to the need of a more systematic and purpose-oriented approach to fully integrate security in the design of smart homes.
The Need for User Privacy
A highly relevant area to explore in smart homes is the risks to user privacy. While more and more parts (and devices) of the home are connected to the Internet, users, as well as, various stakeholders can get access points to the whole system (i.e., the home), and not just to separate devices. This means that not only physical devices may be connected, but also that these devices, and the various stakeholders behind them, may get access to the smart home information in flux. A major challenge then is to find effective ways to provide users with a comprehensive picture of the entire system, and an indication of the sensitivity of data in transit, while also supporting the management of the home. Digital traces that the users (more or less voluntarily) leave behind when using a smart home system can provide meta-information about the family members' habits, i.e., help to build extensive individual and collective profiles of the residents of a home. In addition to the physical consequences that may occur as a result of this, e.g., in terms of burglaries, the idea of the home as a private sphere may no longer be accurate. Instead, the home may become a public area where the companies behind the connected devices will come to know a particular resident better than his/her closest friends or family do.
These types of perspectives are of course difficult to include in a systematic risk analysis approach, nevertheless they are important to identify and to reason about. To exemplify this, we accounted for scenarios of the private/public home in 2, in which we can conclude that albeit seeming distant it is important to include the use of surveillance cameras with the risk of concept drift, linkability between added system functions and data, as well as, the augmented use of various connected devices, of which some are user-intense. Even though these additions were not included as points of analysis in the application of ISRA on SHAS, they are highly useful in understanding the implications of the results of the ISRA approach. Based on this, we can conclude that the sound management of information generated within the system, i.e., without compromising either the system security or the personal privacy of the user, is consequently a major challenge. The sensitivity, but also the risks and risk factors, related to how personal information is handled in the home environment and the ecosystem of people, machines, information, and actors that are included would consequently be interesting to explore further. In this analysis, the addition of social behavior of human actors (both as benevolent users and as villains) is a crucial characteristic. Strategies for the management of user-generated information in smart homes are another interesting area to explore. Also, methods for reducing sensitivity in information, such as, adjustable anonymity and linkability, as well as, data minimization and control should also be included in such an analysis.
Increasingly, the home is no longer a private closed environment. An important question in this respect concerns where to draw the line between public (or corporate) and personal information, e.g., as highlighted in the scenario of how to manage a surveillance camera. Instead of a static boundary, it would be beneficial if users (e.g., as tenants) themselves could in an easy and transparent manner configure the system according to their own privacy preferences. Good practices that can guide the end-users in this process are a promising approach. How information is collected, stored, and handled, as well as, what laws, policies, and standards that regulate this is another relevant issue, connected to the scenario of linkage between system functions and data. On this theme, it is of course important to ensure legal compliance given the obvious aspect of (accidental or intentional) privacy breaches as our scenario of misuse of user-intense devices suggests. Technical mechanisms regulating access to the collected information and how such access can be requested are also of great concern. Clear contracts of data sharing and usage are needed in the form of user data management services, proper service level agreements with third party actors, and methods for raising awareness of the possibilities, but also of the risks connected to smart home automation systems.
Security and Privacy in Design
The application and results of ISRA when applied on SHAS, the privacy risk scenario discussion, and the findings from the study of related work point to the need for the integration of security in the design phase of smart home system development, i.e., a model for security and privacy in design. The question then is how such a model should be designed, i.e., what the central components, etc., should be. Based on our research, we suggest that, at least, the following steps should be included in the model:
1. Identification and categorization of the personal data in transit in smart homes.
2. Analysis and description of the main risks to privacy and security.
3. Identification and implementation of preventive, detective, and reactive mitigating measures to reduce risks. 4. Strategy for privacy-friendly information management within smart homes. The inclusion of developers and security experts in the application of ISRA has shown that this approach may be useful for the steps 2 and 3 in the development process of a smart home automation system. However, more work is needed to define a method for classifying the personal data that is generated, stored, changed, and distributed in connection to the smart home. This is also the case with the design of a strategy for the management of user-generated information in smart homes, as well as, in their connection to the digital ecosystems that they engage with. In addition, various methods for reducing sensitivity in information, such as, anonymization, data minimization and control are important to include in this analysis. An interesting idea is also to integrate security and privacy in the, at least partially, autonomous decision-making process of the connected entities that form the smart home system, as autonomy is already a prominent feature of various IoT solutions for the connected home. If such a model of security and privacy in design should be implemented, it would surely contribute to enforcing system security and enhancing user privacy in smart homes, and thus helping to further realize the potential in such IoT environments.
Conclusion
In a joint research project involving leading industrial actors in the segment of home/building automation, a common interface of a smart home automation system that combines various vendors' systems has been developed. Using this common interface, third party stakeholders can both monitor energy consumption and remotely control electronic devices in the homes and buildings. Open system architecture allows end-users to access various applications through an ecosystem of online services and smartphone applications. In this highly connected and complex environment, a systematic and empirically founded risk analysis method, which is widely used in the security community, and that is set to identify the most severe potential dangers has been undertaken.
In the application of the risk analysis, the architecture of SHAS was divided into five parts, i.e., software, hardware, information, communication protocols, and human actors. Out of 32 examined risks, 9 were classified as low and 4 as high, i.e., leaving that most of the identified risks were considered moderate. The risks classified as high were either related to the human factor or to software components. Furthermore, it was concluded that one of the main sources of risk is connected to the software, and especially in the APIs and within the mobile apps. The hardware-related risks concern theft, manipulation, and sabotage of the various devices and servers used within SHAS. The highest ranked risk related to the information processed within SHAS is derived from inadequate access control configuration in the in-house gateway. Within network communication, the main risks come from inadequate authentication and confidentiality settings. The most severe risk agent confirmed in the risk analysis is the human factor, i.e., as such; humans represent the highest risk exposure in smart home automation systems.
In the risk scenarios of smart homes, it has been shown that connected devices may cause undesirable consequences to user privacy with respect to, e.g., access to potentially sensitive meta-information, and the misuse of user-intense mobile devices, and the risk of concept drift as novel devices, such as, surveillance cameras and personal wearables, which are often unplanned for, are dynamically attached to the smart home automation system. The most sensitive part of smart home automation systems concerns information registry, in this case about the users' energy consumption, from which conclusions about a family's daily routines, life situations, etc., can be drawn, which may form decision support for criminal activities, such as, burglary, stalking, and identity theft.
As an overarching conclusion, the need for a model of security and privacy in the design of smart homes has been defined. It is envisioned as general support for both developers and distributors of smart homes, as well as, the users of them, i.e., for the entire smart home ecosystem. In that sense, the model is also expected to help raise the level of awareness of privacy and security in general IoT-environments, where sensitive user-generated information is an integral part. The main components of this model have been identified in order to address (a) methods supporting the evaluation of risk exposure, (b) security design principles to enable control of the risk exposure, and (c) privacy-aware information management. However, these challenges are difficult to address if there is no understanding of the information in flux of the smart home, which consequently points to the need for (d) information analysis and classification. An interesting idea is also to (e) integrate security and privacy in the, at least partially, autonomous decision-making process of the connected entities that form the smart home system. In order to address these challenges, it is of course crucial to take into account the specific circumstances regarding both technology and user-interaction that form the smart home environment, i.e., both the user and the technology play central roles.
Future Work
A general observation is that a more concentrated focus on the development of integrated and automated risk analysis tools that are easy to use is a topic that has not yet been given the attention it deserves. As an example, a systematic and rigorous risk analysis process that includes more analytical aspects, such as, normalization and calibration of evaluations from the evaluators, would be an interesting step forward. With access to such approaches for the analysis of risk and threats in smart home automation systems, an increased understanding of the dangers and hazards that are directed towards systems of hardware, software, users, and information can be enhanced. An adequate comprehension of the risk issues at hand leads to more intelligible and enlightened decision-making processes, especially with regard to choosing and deploying protective measures. Specifically, more research should be put on usable, yet quantitative, risk analysis methods that are based on original and quality data. These methods are needed both on the user and on the developer side, i.e., they should be an integrated part of the design and development process.
